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No matter where we’re located in the world, building consumer trust should be on the agenda of 

every business. Increasingly, consumers are choosing to interact with brands that they can trust,  

making conscious choices to deal with organisations that they believe use data in a transparent, 

valuable and respectful way. These three elements are all vital.

Transparency is the first critical factor in developing consumer trust. Failure to be transparent with 

how personal information is being used, will lead to consumers to question data-handling practices 

and, where trust can’t be proven, disengage with businesses concerned.

Value is another key driver of trust . At the end of the day, most consumers are comfortable to share 

their data when there’s a value-exchange.  But value has to be real. Consumers will only feel trust 

when there is an equal and balanced value exchange between the organisation using their data and 

the benefit that they receive. 

Thirdly, respect and relevance are core components to trust. “Use my data respectfully and in a

way that is relevant to me” is a common consumer mantra. Where relevance doesn’t exist, trust 

breaks down. 

With the rapid changes in technology, businesses’ marketers need to keep up to date with the latest 

best practices in consumer trust. This goes beyond rules and regulations to new approaches to 

delivering transparency, value and relevance.  What’s happening in the world,  will become increas-

ingly important as consumer trust becomes a business differentiator.  

This ‘World of Privacy’ report gives an overview of the privacy climate in five major countries: 

Australia, Germany, Japan, United States and United Kingdom. The issues we’re all facing in privacy 

are similar across the the globe but the countries that are leading the charged have reframed the 

‘privacy’ debate to focus more squarely on the broader issue of consumer trust. This is not a legal 

issue, but instead a key business driver that will ensure the future sustainability of the business and 

happier customers.

Jodie Sangster

CEO of ADMA



AUSTRALIA

Q&A with Jodie Sangster, CEO, Association for Data-driven Marketing & Advertising(ADMA)

Australian businesses need to focus on building trusting, long-term relationships with clients if they 
expect consumers to part with their data. Privacy is at the forefront of Australian business, but this 
is only just starting to translate into the broader agenda around consumer trust. Australian law is 
lagging behind the speed of innovation, which presents businesses with significant challenges in 
navigating through the issues of privacy, data collection and use. 

1. Is consumer trust a focus area in Australia?

Australia is quite conservative when it comes to using data and we are very concerned about 
privacy from a business and brand perspective. Currently we’re still more concerned with privacy 
which focuses on compliance as opposed to consumer trust, which could sit across a number of 
departments, such as marketing or communications, and goes beyond compliance, focusing on 
doing the right thing by the consumer and communicating this to them. We’re still at the first 
stage.
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AUSTRALIA

The opportunity here for Australian organisations is to set themselves apart from competitors by 

building on consumer trust. Businesses should be asking questions like: “How can I become that 

trusted brand?”. Consumer trust will become the business differentiator in the future. It’s the 

businesses that catch onto this quickly and shift their focus that will win in the long run.

2.What is the current environment or sentiment towards regulatory in the country? 

The current sentiment is that legal regulatory compliance sits in the legal and regulatory compliance 

department. Often, the department is seen as the part of the business that puts a stop on things, 

rather than the enabling part of the business. So there’s a slight reluctance for marketers to send 

things to compliance because there’s a feeling that things are going to hit a roadblock once there. 

And that’s not really what we want. 

We would like to get to a stage where compliance and marketing work hand in hand so that 

they’re actually both trying to find solutions that works for the customer, rather than be on 

opposing sides where one is trying to protect the company and the other is trying to promote 

the customer. Compliance and marketing should come together and find a mutual objective with 

customer experience sitting at the heart of it.

 3.What’s the top privacy issue that Australia is facing right now?

The Data Breach Notification Bill is new for us and for companies. Although there’s still time before 

it comes into force in 2018, it’s a completely new arena for companies to try and comply with. 

We have public inquiries into the use of public data, which is intended to open up government and 

other data sets to drive innovation., but also comes with a lot of challenges. 

Another challenge is that we’re seeing more and more businesses being innovative with the way 

they are using and combining data. But we’ve got a law that wasn't designed for this transformation, 

so we now have disconnect between the speed at which business is traveling and the ability for the 

law to actually provide some guidance on how it should be done right.  
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AUSTRALIA

There is also a big focus from a business perspective around making sure that data doesn’t identify 

people as individuals and therefore they can be more innovative with that data. The Privacy Commission 

is looking into this as there is not a clear line as to where something is personal to an individual (i.e. it’s 

in the Privacy Act) or something is de-identified (not in the Privacy Act). 

4.What is the attitude of Australian consumers about organisations using their data?
 

A 2014 research showed that the stronger the relationship between the consumer and the brand and 

the presence of a loyalty scheme made consumers feel more comfortable about giving up their data. 

Building relationships is really critical for brands. 

It was also revealed that if a company tries to collect too much data and there is no real understanding 

from consumer why that data has been collected, it will ultimately lead to a breakdown in relationship 

between the consumer and the brand. In Australia, as long as organisations are transparent and there’s 

an idea of a trade-off where consumers are willing to give their data if it benefits them in return. 

This idea of a value-exchange has only deepened in the three years since the research was undertaken. 

5. Do businesses understand their responsibilities when it comes to customer data?

In general, yes. They understand the privacy aspect to it – but they need to understand what their 

responsibilities are when it comes to new and innovative usage of data, because the law at this 

moment is not designed to answer that. 

There’s also the community expectation built around what should or shouldn’t be happening with 

data. And that’s where the disconnect is – between what the law says and what the community 

expects.
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AUSTRALIA

6. What do you think are some of the key challenges that businesses face when it 
comes to consumer data?

Smaller businesses in Australia have more challenges because they don’t have the internal or 

legal support that bigger ones do. So for small businesses, the biggest challenge for them is 

understanding the law, how it applies to them and how to get it right.  

For larger businesses, it is probably the opposite problem. There is so much data now that they are 

trying to work out how the law applies to these vast amounts and kinds of data they’ve collected 

– some are identified and others are not identified. There’s also the question of how do they put 

the two together, overlaid with trying to understand how the law applies to some the new ideas 

and practices. 

Another challenge that applies to all businesses is the security threat that comes when staff are not 

aware of what they can or cannot do with data. Staff training in data handling practices is vital.

7. Looking into the future, what are your thoughts on how privacy will go especially 
with connectivity and digital transformation?

With technology changing rapidly and businesses trying to keep up, we’ll be seeing more regulation 

from the Australian government. Because technology can go both ways to present us with more 

opportunities as well as more issues, regulation probably isn’t the answer to digital disruption. 

More so than ever, we have to come up with new and different ways of allowing someone to have 

control of their personal information and to protect their privacy.

Connectivity will break down borders, so in the future, we will have to approach consumer privacy 

from a global, boundary-less perspective. Something needs to happen so that data is protected 

across the board, rather than country by country.
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GERMANY

Q&A with Martin Nitsche, President, DDV Deutscher Dialogmarketing Verband

Frank Sinatra sang: “If I can make it there, I'm gonna make it anywhere”. He meant New York, but 
regarding privacy, he could have sung about Germany. Germans have very high expectations about 
the way, their data is used, probably at least partly because of German history. Therefore, it is no 
wonder, that German legislation in regard to privacy is probably one of the toughest worldwide. If 
you have successfully convinced German consumers (and authorities) you could probably do it in 
the rest of the world in the same way. 

1. Is consumer trust a focus area in Germany?

Consumer trust is the essential basis of all direct marketing (DM). To take the consumer seriously 
means to keep an eye on both data and consumer protection. Both are very important objectives 
of DDV – and therefore they both are firmly fixed in the DDV statutes.
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GERMANY

2. What’s the current environment or sentiment towards regulatory in the country?

The maxim in Germany and also of DDV is:  self-regulation before regulation. To be authentic 

and reliable in this point we started very early in 1992 to build up a certification system in data 

protection issues. The DDV Declaration “Commissioned Data Processing and Data Treatment” 

contains the essential requirements for commissioned data processing and the obligations 

regarding correct data treatment.

3. What are some of the top privacy issues that Germany is facing at the moment?
       
On 25 May 2018 the General European Data Protection Regulation (GDPR) will largely replace the 

current national data protection laws in the EU. 

Besides that, the ePrivacy Directive (e.g. eMail, telephone) is being reviewed by the EU Commission.

One of the central data protection questions is whether personal data can be processed for marketing 

purposes without consent of the data subject.

The answer of the GDPR is to keep that way (processing without consent) open - by providing a 

balance-of-interest test: the processing of data is allowed except where such interests are overridden 

by the legitimate interest of the data subject.

4. Do you have specific laws regulating the use of consumer data? 

The main regulation is the German Data Protection Act. It leaves reasonable flexibility for DM-activities. 

In comparison to the data protection regulations in other countries Germany has a high-standard. For 

example: The institution of a data protection commissioner is a German speciality (which was taken up 

by the GDPR). 

5. What’s the general attitude of consumers in Germany towards brands/organisations 
using their data like?

The consumer-awareness concerning their data has considerably increased during the last few 

years. In spite of that, there is a huge willingness to give the personal data in exchange for access 

to services.  
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GERMANY

6. Do businesses understand their responsibilities when it comes to consumer data? 
       
Companies have to give detailed information in their privacy policies about what happens with the 

data. The data protection authorities are supervising this very seriously. 

The chance to differentiate lies in a consumer-friendly behaviour concerning the handling of data 

– ideally proofed by a certification-seal such as the DDV-certificate for example.

7. What do you think are some of the key challenges that businesses face when it 
comes to consumer data?

The permanent challenge is to keep the trust of the consumer. That means first of all to keep him/ 

her  informed on what happens to his data – starting from being clear  when the data is collected. 

And following that – on the other hand -  to give the data subject the right to object to the use of 

his data for DM-purposes without giving any reasons and at any time. 

8. Looking into the future, what are your thoughts on how privacy will go especially 
with connectivity and digital transformation?

The buzzwords connectivity and digital transformation will of course play an increasingly import-

ant role in DM. DM will take advantage of these new opportunities – but at the end of the day the 

consumer must hereby be kept in the centre of our attention. When we treat him/her in a fair and 

transparent way – especially in regard to their data – DM will ensure success.
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JAPAN

Q&A with Masato Yatagai, Marketing Planner, Fusion Direct Marketing Agency. 
Additional resources provided by Lexology.

The current privacy climate in Japan is focused on protecting consumers, while trying to ensure 

that the use of data isn’t too restricted. New legislations aim to put consumers’ anxiety around data 

breaches at ease, however there is a growing concern around leakage and misuse of personal 

information among consumers. This mistrust is presenting challenges as the government focuses 

on utilising data to revitalise and grow an economy with an aging and shrinking population. 

1. Is consumer trust a focus area in your Japan? 

Lately, the subject of privacy protection has been gaining widespread exposure. This is due to the 

changes to Japan’s Act on the Protection of Personal Information (APPI), which has not been 

changed since 2003. At the end of May 2017, new data protection laws will be put in place as well 

as the establishment of a new Personal Information Protection Commission (PPC). Lawmakers and 

the Japanese are recognising these changes to enable crossborder data transfers and the country’s 

efforts to boost its economy with new technologies.
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JAPAN

Following several high profile data breaches that involved Japan Airlines and Japan’s largest travel 

agency, JTB, where some 12.6 million cases of personal information leaks were confirmed in 2016, 

the government is taking reformation measures to ensure transparency, accountably, safety and 

privacy.

2. What’s the current regulatory environment like?

Prior to the formation of the PPC, there wasn’t a uniform or standard to how data protection laws 

were enforced, resulting in different degrees of the laws applied to different business sectors. The 

PPC’s main role is to act as a centralised data protection authority over all business sectors.

3. What are some of the top privacy issues in Japan at the moment?

It is mostly related to the new AAPI and how the PPC will enforce these laws. According to the 

amended AAPI, consent is required to use or disclose “sensitive personal data” which includes 

information on race, creed, social status, medical records and criminal histories.

However, when it comes to “anonymously processed information”, no consent is required. According 

to PPC Secretariat, Yoshikazu Okamoto this new data category will aid in facilitating and legitimising 

business analytics and the positive uses of data.

4. With the new APPI, what other laws will regulate the use of consumer data?

On top of consent and non-consent addressed earlier, businesses are required to keep records 

personal information transactions. This includes how the information was obtained and to whom it 

was being transferred to – this is to enable traceability of information transactions.

The most significant data law that will have impact on Japan’s economy will be the legitimising of 

international transfer of personal information. Businesses are only allowed to provide personal 

information to a third party in a foreign country if: (a) the transfer is to a country that the PPC deems 

as having an acceptable level of data protection laws; (b) the transfer is to an international third 

party in circumstances in which actions have been taken to ensure the same level of data protection 

laws as in Japan; (c) the individual whose information is being transfer gives consent.
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JAPAN

5.How do Japanese consumers feel about businesses using their data?

A survey conducted by the Consumer Agency, 90 per cent of consumers are concerned about 

the “leakage” and “unintended use” of their personal information which they have provided to 

businesses. Still, majority of consumers were willing to give their personal information if they 

gained economic benefits such as money or reward points. Most of the respondents also indicated 

that their data was worth around 500 to 1,000 yen.

When it came to the type of information they were willing to provide, more than 70 per cent  of 

respondents said that includes hobbies, preferences, age and date-of-birth. However, 60 per cent  

said that they wouldn’t divulge their annual income, outstanding bank balance, stocks/credit and 

location information under any conditions.

6. How do you think privacy will be affected in the future of digital transformation?

Japan has always been one of the few countries that fully embrace the digital revolution. In 2015, the 

government came up with “New Robot Strategy: Vision, Strategy, Action Plan”, to allow the country 

to remain a superpower in the Internet of Things era. As we continue to adopt new technologies, it’s 

important that the government constantly update its laws and regulations to maintain the balance. 

This includes laws that set the tone for transparency, user assistance, usability, security, safety, ethics, 

accountability and privacy.

JAPAN
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UNITED STATES

Q&A with Emmett O’Keefe, SVP of Advocacy, Data & Marketing Association (DMA)

With the recent local political changes, there’s some level of uncertainty in U.S. surrounding regulation 

around privacy and data collection. Although these new conditions, at first glance, appear favourable 

to business (such as the new ISP privacy bill), many legislators feel that the use of data should be more 

restrained. In a challenging climate, transparency and consumer trust is still vital and at front of mind 

for marketers in the U.S. 

1. Is consumer trust a focus area in the U.S.?

Marketing, like most things in life, is all about relationships and it is important for successful market-

ers to establish and maintain the trust of their customers by through responsible data practices. As 

DMA CEO Tom Benton notes, marketers believe if they do that responsibly, and with authenticity, 

then they will build lasting relationships with customers or donors based on truth, results and trust. 

While this is important in the United States, where the Data & Marketing Association (DMA) is 

based and leads the advocacy, innovation, education and connection efforts for the data and mar-

keting industry in the US, customer trust is universal and global for all data-driven marketers.
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UNITED STATES

Marketers establish emotional bonds, and scale up the individual relationships using data science, 

data analytics and technology, data inspired design, storytelling and creativity, and data driven 

marketing to maximize value. By responsibly gathering and transforming data into actionable 

insight, they determine the right mix of media or channels to truthfully communicate solutions to 

their customers.

2. What’s the current environment or sentiment towards regulatory?

For marketers, their livelihood depends on the ability to responsibly use data, and marketers face 

two challenges. One is the rapidly increasing rate at which data are being generated. The second 

is keeping up with the rate at which disruptive technological capabilities are being developed that 

enable marketers to transform that data into actionable insight and relationships with consumers.

This fundamental principle of relationships is not always understood or appreciated by all 

legislators and regulators – that marketers want lasting relationships with their customers and 

donors and their actions are guided by that commitment to a mutually-beneficial relationship over 

time. Many legislators and regulators feel that the use of data and data technology is invasive and 

should be significantly constrained.

Yet without data driven insight, value to consumers is diminished. And without data science, innovation 

is suppressed. Without those relationships with consumers, the ability to transform data into actionable 

customer insight and nurture lasting relationships with customers is at high risk.

The United States has experienced a sea-change in terms of the Presidency and U.S. Congress 

following the 2016 elections.  The new Administration is not yet fully in place as appointees undergo 

Senate reviews and confirmations, but the first signals – based on the initial appointments made to 

key regulatory agencies - are that their policies will be more favorable towards U.S. business interests.  

However, it is unclear whether debates over international trade will have implications for cross-border 

data agreements.  
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3. What are some of the top privacy issues that the U.S. is facing at the moment?

In March, the US Congress passed a bill that allowed Internet Service Providers to sell and 

share their customers’ data, which effectively nullified the previous regulation that required 

ISPs to first gain permission before selling personal information to third parties. The data and 

marketing industry, including DMA, is supporting the repeal of overly

expansive rules that were adopted in the previous administration and there are a number of 

local initiatives to regulate data security practices.

Currently, the top issues for the data-driven marketing industry include efforts to establish/

impose/strengthen:

• Cybersecurity standards,

• Data breach notification requirements,

• Limits on the use of sensitive data (e.g. student & children, biometric, health, financial, and

geolocation information), and

• Increased scrutiny of emerging data practices (e.g. cross-device identification, onboarding

and data generated by IoT devices).

4. Do you have specific laws regulating the use of consumer data? 

In the U.S., the use of consumer data is governed by industry self-regulatory standards as enforced 

by the Federal Trade Commission Act.  These act in combination to require the disclosure of data 

practices in privacy policies and to penalize companies that fail to honor any promises made.  Addi-

tionally there are laws to regulate specific industry sectors (insurance, health, banking etc.) and data 

related to children.  The E.U.-U.S., and U.S.-Swiss Privacy Shield framework and the E.U. General 

Directive on Privacy Regulation also govern to cross-border data flows between the U.S. and E.U.   

For more than 60 years, DMA has led its industry-wide self-regulatory efforts, and today is one of 

two industry self-regulatory bodies. In the past five years alone, DMA has processed and resolved 

over 45,000 consumer complaints, assisting and educating consumers, informing marketers about 

DMA requirements, and pursuing bad actors within our industry. Demonstrating the effectiveness 

of this system, the vast majority of consumer complaints (over 90%) are resolved in the initial 

stages, either by educating consumers about their choices or educating marketers about industry 

guidelines. 
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5. How do the U.S. consumers feel about organisations using their data?        

The organizations that make up DMA’s membership, who include data-driven marketers and 

data-driven fundraisers, understand that being truthful and responsible are fundamental in building 

trust with their customers and donors, and that trust is essential to building lasting relationships. A 

recent Accenture survey showed that the top factor for consumer loyalty was safeguarding data and 

respecting privacy, selected by 85% of consumers surveyed. 

It’s this focus on trust that guides and governs DMA and our members. We focus not only on what we 

can do with data and what we may do with data, but most importantly, what we should do with data.

This “should” is our north star. We stand firm in recognising that the line between public and 

private information and the line between positive influence and manipulation are fine lines. In 

representing the entire marketing ecosystem of marketers, suppliers and consumers, we also 

stand firm in doing right by all marketers, suppliers and consumers.

6. Do businesses understand their responsibilities when it comes to consumer data? 

Absolutely.  Businesses fully understand how important it is to use data responsibly by complying 

with the self-regulatory guidelines in order to maintain positive relationships with their customers.  

Recognising the pace of industry innovation in technologies and techniques, DMA is already at 

work leading a major initiative to update our data guidelines within DMA’s self-regulatory principles. 

This latest update of DMA’s data standards – the DMA Data Standards 2.0 Initiative – will reflect 

current innovations in the marketplace in terms of technological advancements and uses of data 

that balance consumer needs and protections. 

7. What do you think are some of the key challenges that businesses face when it 
comes to consumer data?

There are several types of challenges businesses face regarding consumer data and they generally 

fall into two categories:
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5.How do Japanese consumers feel about businesses using their data?

A survey conducted by the Consumer Agency, 90 per cent of consumers are concerned about 

the “leakage” and “unintended use” of their personal information which they have provided to 

businesses. Still, majority of consumers were willing to give their personal information if they 

gained economic benefits such as money or reward points. Most of the respondents also indicated 

that their data was worth around 500 to 1,000 yen.

When it came to the type of information they were willing to provide, more than 70 per cent  of 

respondents said that includes hobbies, preferences, age and date-of-birth. However, 60 per cent  

said that they wouldn’t divulge their annual income, outstanding bank balance, stocks/credit and 

location information under any conditions.

6. How do you think privacy will be affected in the future of digital transformation?

Japan has always been one of the few countries that fully embrace the digital revolution. In 2015, the 

government came up with “New Robot Strategy: Vision, Strategy, Action Plan”, to allow the country 

to remain a superpower in the Internet of Things era. As we continue to adopt new technologies, it’s 

important that the government constantly update its laws and regulations to maintain the balance. 

This includes laws that set the tone for transparency, user assistance, usability, security, safety, ethics, 

accountability and privacy.

UNITED STATES

• Legislative/Regulatory:  At any moment, a state or the federal government could take action to 

more severely limit access to data that has historically and responsibly been used for marketing 

and advertising.  Several bellwether states when it comes to privacy would like to define certain 

data as sensitive and thereby foreclose on marketers’ ability to use it.  

• Market-driven:  Technology innovation is so rapid that it’s nearly impossible for marketers to keep up 

with it and the explosion of data that new technologies spur.  Moreover, keeping up with customers 

across all their devices is challenging.  Cross-device identification, as it’s known in the US, is the doorway 

to attribution, and therein reveals the difficulties marketers face in knowing their customers and being 

able to measure marketing spend against customer behavior.

8. Looking into the future, what are your thoughts on how privacy will go especially 
with connectivity and digital transformation?

We should all be excited about the possibility of the Internet of Things which in ways large and small 

has the potential to really affect how people go about their daily lives.  Coupled with the possibilities, 

we must also recognize that these newly connected devices will bring additional scrutiny regarding 

privacy and security issues.  As connectivity expands, it will be especially important for marketers to 

work within the established framework of self-regulation to ensure that data is used responsibly and 

consumers’ preferences are respected.
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Q&A with Emmett O’Keefe, SVP of Advocacy, Data & Marketing Association (DMA)

With the recent local political changes, there’s some level of uncertainty in U.S. surrounding regulation 

around privacy and data collection. Although these new conditions, at first glance, appear favourable 

to business (such as the new ISP privacy bill), many legislators feel that the use of data should be more 

restrained. In a challenging climate, transparency and consumer trust is still vital and at front of mind 

for marketers in the U.S. 

1. Is consumer trust a focus area in the U.S.?

Marketing, like most things in life, is all about relationships and it is important for successful market-

ers to establish and maintain the trust of their customers by through responsible data practices. As 

DMA CEO Tom Benton notes, marketers believe if they do that responsibly, and with authenticity, 

then they will build lasting relationships with customers or donors based on truth, results and trust. 

While this is important in the United States, where the Data & Marketing Association (DMA) is 

based and leads the advocacy, innovation, education and connection efforts for the data and mar-

keting industry in the US, customer trust is universal and global for all data-driven marketers.

UNITED KINGDOM

Q&A with Zach Thornton, External Affairs Manager,Direct Marketing Association (DMA UK)

Consumers tend to be more conservative in the United Kingdom when it comes to sharing data, 

pushing consumer trust to the forefront of discussion in the country. Many businesses fail to see the 

benefits of privacy, which lead to a lack of transparency and consumer mistrust. A number of privacy 

issues are facing the U.K., such as the implications of Brexit on the free flow of data and new 

proposed regulations, making the topic of privacy a key theme in the regulatory arena. 

1. Is consumer trust a focus area in the U.K.? 

Consumer trust is one of the dominant themes in the digital economy/creative services in the UK. 

The Information Commissioner’s Office (ICO) – the regulator responsible for data protection – is 

focussing on trust as one of the key pillars that drives economic growth in the digital economy.

The Information Commissioner, Elizabeth Denham, said in a recent speech:

“One of the things I want to be clear about today is that I do not believe data protection law is 

standing in the way of your success. It’s not privacy or innovation – it’s privacy and innovation.”
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UNITED KINGDOM

The DMA conducted its own research in 2015 and found that consumers are generally wary of sharing 

their personal data. By and large individuals do not believe that they benefit from an open data economy, 

they believe businesses are the main beneficiaries. However, consumers do accept that sharing data is a 

part of the modern economy so it is imperative businesses restore trust. Only when there is trust can the 

UK truly realise the potential of the so called 4th industrial revolution.

2. What’s the current environment or sentiment towards regulatory?

The marketing industry is happy with the incoming European Union legislation, the General 

Data Protection Regulation (GDPR). The DMA along with its European allies lobbied extensively 

in the EU and achieved a Regulation that was the right balance between the rights of consumers 

and the interests of businesses.

A recent piece of DMA research found that 74% of the marketers, even thinking about Brexit, 

would like the UK to press ahead with the GDPR and maintain it after the UK leaves the EU. Only 

a minority wanted less strict data protection laws.

Industry is less positive about the ePrivacy Regulation, a new piece of legislation proposed by the EU 

Commission in January. It will replace the ePrivacy Directive, which is the basis of the UK’s own Privacy 

and Electronic Communications Regulations (PECR). However, the text has yet to be debated by the 

Parliament or Council of Minister’s as it is the beginning of the legislative process so the proposal 

could still change substantially.

3. What are some of the top privacy issues that faces the country at the moment?
       
The top privacy/data protection issues for UK businesses are:

• The GDPR: Just over 18 months until businesses need to be compliant with the law and will 

require organisations to make large scale changes to their processes. A culture that respects 

privacy is becoming the norm.

• ePrivacy Regulation: Poorly written legislation that in some aspects clashes with the GDPR. 

See earlier reference to the Regulation.

• EU-US Privacy Shield: The replacement for Safe Harbour and which preserves the free flow of 

data between EU member states and the USA. Privacy Shield is currently being challenged in the 

courts and could be struck down. This would jeopardise the free flow of data. Companies would 

be left to rely model contract clauses or binding corporate rules, and both of these legal grounds 

could be shut down too.  
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3. What are some of the top privacy issues that the U.S. is facing at the moment?

In March, the US Congress passed a bill that allowed Internet Service Providers to sell and 

share their customers’ data, which effectively nullified the previous regulation that required 

ISPs to first gain permission before selling personal information to third parties. The data and 

marketing industry, including DMA, is supporting the repeal of overly

expansive rules that were adopted in the previous administration and there are a number of 

local initiatives to regulate data security practices.

Currently, the top issues for the data-driven marketing industry include efforts to establish/

impose/strengthen:

• Cybersecurity standards,

• Data breach notification requirements,

• Limits on the use of sensitive data (e.g. student & children, biometric, health, financial, and

geolocation information), and

• Increased scrutiny of emerging data practices (e.g. cross-device identification, onboarding

and data generated by IoT devices).

4. Do you have specific laws regulating the use of consumer data? 

In the U.S., the use of consumer data is governed by industry self-regulatory standards as enforced 

by the Federal Trade Commission Act.  These act in combination to require the disclosure of data 

practices in privacy policies and to penalize companies that fail to honor any promises made.  Addi-

tionally there are laws to regulate specific industry sectors (insurance, health, banking etc.) and data 

related to children.  The E.U.-U.S., and U.S.-Swiss Privacy Shield framework and the E.U. General 

Directive on Privacy Regulation also govern to cross-border data flows between the U.S. and E.U.   

For more than 60 years, DMA has led its industry-wide self-regulatory efforts, and today is one of 

two industry self-regulatory bodies. In the past five years alone, DMA has processed and resolved 

over 45,000 consumer complaints, assisting and educating consumers, informing marketers about 

DMA requirements, and pursuing bad actors within our industry. Demonstrating the effectiveness 

of this system, the vast majority of consumer complaints (over 90%) are resolved in the initial 

stages, either by educating consumers about their choices or educating marketers about industry 

guidelines. 

UNITED KINGDOM

• Digital Economy Bill: This will put the ICO’s direct marketing guidance - which is currently a 

best practice guide - on a statutory footing which means companies would have to abide by it. 

This will only happen after consultation with the industry. 

• Brexit: The UK’s exit from the EU has created uncertainty for the free flow of data. The EU 

Commission can grant a third country adequacy status and preserve the free flow of data. UK 

marketing companies would prefer this option after Brexit as it would preserve the free flow of 

data. However, the process will likely be highly political and therefore uncertain.

4. What are the specific laws regulating the use of consumer data? 

The UK has the Data Protection Act 1998 and the Privacy and Electronic Communications Regulations 

2003. Information about the two pieces of legislation can be found here:

https://ico.org.uk/for-organisations/guide-to-data-protection/ 

https://ico.org.uk/for-organisations/guide-to-pecr/ 

5. Do businesses understand their responsibilities when it comes to consumer data? 
Are there any examples of organisations trying to differentiate themselves from?

Being a member of the DMA means abiding by the DMA Code. The bedrock of membership. The 

Code holds DMA members to a high standard of best practice and is supported by channel specific 

guides, which provide the detail of how to run a best practice marketing campaign. More information 

can be found on our website: www.dma.org.uk 

Some examples of best practice are The Guardian and Channel 4, both of which exemplify the 

DMA Code in the way they treat their customers’ data.

The Guardian created a short video to explain why The Guardian needs your personal data and the 

ad-funded model that it relies on. Many customers did not fully understand that without advertisements 

and profiling The Guardian would be unable to create the content they enjoy. Since the video there has 

been marked increase in the number of people choosing to share their data.

Channel 4 made similar video explaining how their 4oD online streaming service worked and why 

they needed data for advertising in order to generate revenue and create content.

21



UNITED KINGDOM

6. What are some of the key challenges that businesses face when it comes to con-
sumer data?

I believe that the main challenge is that many companies do not see privacy as a brand asset and 

because they do not they’re not transparent with consumers. Companies need to make privacy a 

brand asset and embed with their DNA a respect for consumer data. Only by doing this can a busi-

ness be open and transparent with consumers and engender trust between the two.

7. Looking into the future, what are your thoughts on how privacy will go especially 
with connectivity and digital transformation?

Consumers care more about how their personal data is treated than ever before. This trend will con-

tinue as connected devices become common place and ever more data is collected. Consumers are 

realising the value of their personal data. New services like people.io demonstrate this. The service 

allows people to submit their personal data and answer questions and then the data is licensed to 

marketers to for their campaign but ultimately returned to people.io. Privacy will continue to rise up 

the political agenda and will only be more important to consumers as the 4th industrial revolution 

progresses.

This presents a huge opportunity for marketers to engender trust with consumers and help create 

a digital economy that empowers citizens but also innovation and economic growth to flourish.
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Q&A with Zach Thornton, External Affairs Manager,Direct Marketing Association (DMA UK)

Consumers tend to be more conservative in the United Kingdom when it comes to sharing data, 

pushing consumer trust to the forefront of discussion in the country. Many businesses fail to see the 

benefits of privacy, which lead to a lack of transparency and consumer mistrust. A number of privacy 

issues are facing the U.K., such as the implications of Brexit on the free flow of data and new 

proposed regulations, making the topic of privacy a key theme in the regulatory arena. 

1. Is consumer trust a focus area in the U.K.? 

Consumer trust is one of the dominant themes in the digital economy/creative services in the UK. 

The Information Commissioner’s Office (ICO) – the regulator responsible for data protection – is 

focussing on trust as one of the key pillars that drives economic growth in the digital economy.

The Information Commissioner, Elizabeth Denham, said in a recent speech:

“One of the things I want to be clear about today is that I do not believe data protection law is 

standing in the way of your success. It’s not privacy or innovation – it’s privacy and innovation.”

About ADMA

United States United KingdomGermany JapanAustralia

The Association for Data-driven Marketing and Advertising (ADMA) is the principal industry 
body for information-based marketing and advertising, and is the largest marketing and 
advertising body in Australia. 

ADMA is the ultimate authority and go-to resource for creative and effective data-driven 
marketing across all channels and platforms, providing insight, ideas and innovation to 
advance responsive and enlightened marketing.

ADMA has over 600 corporate member organisations including major financial institutions, 
telecommunications companies, energy providers, leading media companies, travel ser-
vice companies, airlines, major charities, statutory corporations, educational institutions 
and specialist suppliers to the industry including advertising agencies, software and inter-
net companies.
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